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The proof is in the rockin’
Visual verification of  a high score is what we need to determine who is for 
real and who isn't. So the Guitar Wars application needs to allow users 
to submit a screen shot of  their high score when posting their score. This 
means the high score list will not only be a list of  scores, names, and dates, 
but also a list of  images (screen shots).

picture

Eddie, rocker 
wannabe and Guitar 
Wars score faker.

With photo verification, 
we find out that Eddie 
is a Guitar Wars fraud!

Belita's score is 
legit thanks to her 
submitted screen shot.

So you're saying I'm 
actually going to have 
to learn to play this 
thing? Bummer.
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The application needs images
Currently, the Guitar Wars high score application keeps track of  three 
pieces of  information: the date and time of  a new score, the name of  
the person submitting the score, and the score itself. This information is 
entered through a form as part of  the application's user interface, after 
which it gets stored in a MySQL database table called guitarwars.

guitarwars

id date name score

1 2008-04-22 14:37:34 Paco Jastorius 127650

2 2008-04-22 21:27:54 Nevil Johansson 98430

3 2008-04-23 09:06:35 Eddie Vanilli 345900

4 2008-04-23 09:12:53 Belita Chevy 282470

5 2008-04-23 09:13:34 Ashton Simpson 368420

6 2008-04-23 14:09:50 Kenny Lavitz 64930

The "add your own score" 

link on the main Guitar 

Wars page leads to the 

Add Score page.

After entering a name and score and clicking Add, the new score is confirmed and added to the guitarwars table in the database.

The newly added 

score immediately 

appears on the main 

Guitar Wars page.

This is the exact date 
(and time) that a score 
was submitted to the 
Guitar Wars application.

The guitarwars table 
also stores the name 
and score for each 
high score entry in 
the database.

The Add Score page presents 
a form for entering the name 
and score (the date/time is 
automatically entered as the 
current date/time).

The new score 
appears at the 
bottom of the 
high score list.

This ID is the 
primary key for 
the database, and 
is automatically 
generated for 
each record.
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The Guitar Wars high score application will have to change to accommodate uploadable image 
files for high score screen shots. Circle and annotate the parts of the application that must 
change to support user-submitted images.

connectvars.php

<?php
  require_...

  if($x > 0) {

    echo $x;

    $y++;

  }
.  ...
  echo 'Hey!';

?>

style.css

 td {
   ...
 }

 .error {
   color: #... }

. ...

These two files don't 
need to change, so 
you don't have to 
worry about them.

guitarwars
id date name score1 2008-04-22 14:37:34 Paco Jastorius 1276502 2008-04-22 21:27:54 Nevil Johansson 984303 2008-04-23 09:06:35 Eddie Vanilli 3459004 2008-04-23 09:12:53 Belita Chevy 2824705 2008-04-23 09:13:34 Ashton Simpson 3684206 2008-04-23 14:09:50 Kenny Lavitz 64930

<html xmlns=”http://www.w3
.org/1999/xhtml” xml:lang=

”en” lang=”en”>

<head>
  <title>Guitar Wars - Hig

h Scores</title>

  <link rel=”stylesheet” t
ype=”text/css” href=”style

.css” />

</head>
<body>
  <h2>Guitar Wars - High S

cores</h2>

  <p>Welcome, Guitar Warri
or, do you have what it ta

kes to crack the

  high score list? If so, 
just <a href=”addscore.php

”>add your own

  score</a>.</p>

  <hr />

<?php
  require_once(‘connectvar

s.php’);

  // Connect to the databa
se 

  $dbc = @mysqli_connect(D
B_HOST, DB_USER, DB_PASSWO

RD, DB_NAME); 

  // Retrieve the score da
ta from MySQL

  $query = “SELECT * FROM 
guitarwars”;

  $data = @mysqli_query($d
bc, $query);

  // Loop through the arra
y of score data, formattin

g it as HTML 

  echo ‘<table>’;

  while($row = mysqli_fetc
h_array($data)) { 

    // Display the score d
ata

    echo ‘<tr><td class=”s
coreinfo”>’;

    echo ‘<span class=”sco
re”>’ . $row[score] . ‘</s

pan><br />’;

    echo ‘<strong>Name:</s
trong> ‘ . $row[‘name’] . 

‘<br />’;

    echo ‘<strong>Date:</s
trong> ‘ . $row[‘date’] . 

‘</td></tr>’;

  }
  echo ‘</table>’;

  mysqli_close($dbc);

?>

</body> 
</html>

  $dbc = @mysqli_connect(D
B_HOST, DB_USER, DB_PASSWO

RD, DB_NAME); 

  // Loop through the arra
y of score data, formattin

g it as HTML 

    echo ‘<span class=”sco
re”>’ . $row[score] . ‘</s

pan><br />’;

    echo ‘<strong>Name:</s
trong> ‘ . $row[‘name’] . 

‘<br />’;

    echo ‘<strong>Date:</s
trong> ‘ . $row[‘date’] . 

‘</td></tr>’;

<html xmlns=”http://www.w3.org/1999/xhtml” xml:lang=”en” lang=”en”><head>
  <title>Guitar Wars - Add Your High Score</title>
  <link rel=”stylesheet” type=”text/css” href=”style.css” /></head>
<body>
  <h2>Guitar Wars - Add Your High Score</h2>

<?php
  require_once(‘connectvars.php’);

  if (isset($_POST[‘submit’])) {
    // Grab the score data from the POST
    $name = $_POST[‘name’];
    $score = $_POST[‘score’];

    if (!empty($name) && !empty($score)) {
      // Connect to the database
      $dbc = @mysqli_connect(DB_HOST, DB_USER, DB_PASSWORD, DB_NAME);

      // Write the data to the database
      $query = “INSERT INTO guitarwars VALUES (0, NOW(), ‘$name’, ‘$score’)”;      mysqli_query($dbc, $query);

      // Confirm success with the user
      echo ‘<p>Thanks for adding your new high score!</p>’;      echo ‘<p><strong>Name:</strong> ‘ . $name . ‘<br />’;      echo ‘<strong>Score:</strong> ‘ . $score . ‘</p>’;      echo ‘<p><a href=”index.php”>&lt;&lt; Back to high scores</a></p>’;

      // Clear the score data to clear the form
      $name = “”;
      $score = “”;

      mysqli_close($dbc);
    }
    else {
      echo ‘<p class=”error”>Please enter all of the information to add      your high score.</p>’;
    }

  }
?>

  <hr />
  <form method=”post” action=”<?php echo $PHP_SELF; ?>”>    <label for="name">Name: </label><input type=”text” name=”name”      value=”<?php if(isset($name)) echo $name; ?>” /><br />    <label for="score">Score: </label><input type=”text” name=”score”      value=”<?php if(isset($score)) echo $score; ?>” />    <hr />
    <input type=”submit” value=”Add” name=”submit” />
  </form>
</body> 
</html>

index.php

<?php
  require_...

  if($x > 0) {
    echo $x;
    $y++;
  }
.  ...
  echo 'Hey!';
?>

addscore.php

<?php
  require_...

  if($x > 0) {
    echo $x;
    $y++;
  }
.  ...
  echo 'Hey!';
?>


